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Background: Following a jury trial, defendant was
convicted in the United States District Court for the
Southern District of New York, Leonard B. Sand, J.,
of offenses arising from involvement in an interna-
tional conspiracy, led by Osama Bin Laden and orga-
nized through the al Qaeda terrorist network, to kill
American citizens and destroy American facilities
across the globe. Defendant appealed.

Holdings: The Court of Appeals, José A. Cabranes,
Circuit Judge, held that:

(1) as a matter of first impression, the Fourth
Amendment's warrant requirement does not govern
searches conducted abroad by United States agents
and such searches of United States citizens need only
satisfy the Fourth Amendment's requirement of rea-
sonableness;

(2) search of defendant's Nairobi home, when bal-
anced against the manifest need of the government to
monitor the activities of al Qaeda, which had been
connected to defendant through a year of surveil-
lance, was reasonable under the Fourth Amendment;
(3) year-long surveillance of defendant's Kenyan
telephone lines was reasonable under the Fourth
Amendment; and

(4) District Court's ex parte, in camera evaluation of
evidence submitted by the government in opposition
to defendant's suppression motion was appropriate in

light of national security considerations that argued in
favor of maintaining the confidentiality of that evi-
dence.

Affirmed in part, vacated in part, and remanded.
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JOSE A. CABRANES, Circuit Judge:

Defendant-appellant Wadih El-Hage, a citizen of the
United States, challenges his conviction in the United
States District Court for the Southern District of New
York (Leonard B. Sand, Judge) on numerous charges
arising from his involvement in the August 7, 1998
bombings of the American Embassies in Nairobi,
Kenya and Dar es Salaam, Tanzania (the “August 7
bombings”)."™™' In this opinion we consider El-Hage's
challenge to the District Court's denial of his motion
to suppress evidence obtained by the government
from an August 1997 search of his residence in Nai-
robi, Kenya and electronic surveillance of telephone
lines-land-based and cellular-conducted in Kenya
between August 1996 and August 1997. Other chal-
lenges and those of El-Hage's co-defendants, Mo-
hamed Sadeek Odeh and Mohamed Rashed Daoud
Al-'Owhali, are considered in two separate opinions
filed today, In re Terrorist Bombings of U.S. Embas-



sies in East Africa, 552 F.3d 93 (2d Cir.2008), and In
re Terrorist Bombings of U.S. Embassies in East Af-
rica (Fifth Amendment Challenges), 552 F.3d 177 (2d
Cir.2008).

FN1. For a detailed description of the factual
background and procedural history of this
case, see In re Terrorist Bombings of U.S.
Embassies in East Africa, 552 F.3d 93 (2d
Cir.2008).

El-Hage contends that the District Court erred by (1)
recognizing a foreign intelligence exception to the
Fourth Amendment's warrant requirement, (2) con-
cluding that the search of El-Hage's home and sur-
veillance of his telephone lines qualified for inclusion
in that exception, and (3) resolving El-Hage's motion
on the basis of an ex parte review of classified mate-
rials, without affording El-Hage's counsel access to
those materials or holding a suppression hearing.
Because we hold that the Fourth Amendment's re-
quirement of reasonableness-and not the Warrant
Clause-governs extraterritorial searches of U.S. citi-
zens and that the searches challenged on this appeal
were reasonable, we find no error in the District
Court's denial of El-Hage's suppression motion. In
addition, the District Court's ex parte, in camera
evaluation of evidence submitted by the government
in opposition to El-Hage's suppression motion was
appropriate in light of national security considera-
tions that argued in favor of maintaining the confi-
dentiality of that evidence. El-Hage's Fourth
Amendment challenge to his conviction is therefore
without merit.

I. BACKGROUND
A. Factual Overview

American intelligence became aware of al Qaeda's
presence in Kenya by mid-1996 and identified five
telephone numbers used by suspected al Qaeda asso-
ciates. United States v. Bin Laden, 126 F.Supp.2d
264, 269 (S.D.N.Y.2000). From August 1996 through
August 1997, American intelligence officials moni-
tored these telephone lines, including two El-Hage
used: a phone line in the building where El-Hage
lived and his cell phone. See id. The Attorney Gen-
eral of the United States then authorized intelligence
operatives to target El-Hage in particular. /d. This
authorization, first issued on April 4, 1997, *160 was

renewed in July 1997. Id. Working with Kenyan
authorities, U.S. officials searched El-Hage's home in
Nairobi on August 21, 1997, pursuant to a document
shown to El-Hage's wife that was “identified as a
Kenyan warrant authorizing a search for ‘stolen
property.” ” Id. At the completion of the search, one
of the Kenyan officers gave El-Hage's wife an inven-
tory listing the items seized during the search. /d. El-
Hage was not present during the search of his home.
Id. Tt is uncontested that the agents did not apply for
or obtain a warrant from a U.S. court.

B. El-Hage's Pretrial Motion to Suppress Evi-
dence Obtained from His Residence and Tele-
phones in Kenya

El-Hage filed a pretrial motion pursuant to the Fourth
Amendment ™ for the suppression of (1) evidence
seized during the August 1997 search of his home in
Nairobi and the fruits thereof; (2) evidence obtained
through electronic surveillance of four telephone
lines, including the telephone for his Nairobi resi-
dence and his Kenyan cellular phone, conducted be-
tween August 1996 and August 1997; and (3) tape
recordings or summaries of telephone conversations
resulting from electronic surveillance of El-Hage's
home in Arlington, Texas, conducted in August and
September 1998 pursuant to the Foreign Intelligence
Surveillance Act of 1978 (“FISA”), Pub.L. No. 95-
511, 92 Stat. 1783 (codified as amended at 50 U.S.C.
§§ 1801 et seq.). El-Hage urged the suppression of
the evidence resulting from the search of his Nairobi
home and surveillance of his Kenyan telephone lines
(collectively, the “Kenyan searches”) on the grounds
that neither search was authorized by a valid warrant
and, in the alternative, that the searches were unrea-
sonable. With respect to the electronic surveillance of
his home in Texas, El-Hage maintained that the gov-
ernment failed to comply with certain safeguards set
forth in FISA. To establish a factual record for the
resolution of his motion, El-Hage requested a hearing
before the District Court.

FN2. The Fourth Amendment provides that
“[t]he right of the people to be secure in
their persons, houses, papers, and effects,
against unreasonable searches and seizures,
shall not be violated, and no Warrants shall
issue, but upon probable cause, supported by
Oath or affirmation, and particularly de-
scribing the place to be searched, and the



persons or things to be seized.” U.S. Const.
amend. IV.

The government opposed El-Hage's motion on the
ground that the Fourth Amendment's warrant re-
quirement is inapplicable to overseas searches con-
ducted for the purpose of gathering foreign intelli-
gence. It also asserted that the need for an evidentiary
hearing probing the basis for the Kenyan searches
was outweighed by the need to maintain the confi-
dentiality of the underlying intelligence. With respect
to evidence obtained pursuant to the FISA-authorized
surveillance of El-Hage's Texas home, however, the
government “assured the [District] Court that it d[id]
not intend to offer any of this evidence in its case-in-
chief and ... also indicated that there [we]re no fruits
from the FISA tree with respect to [E]I[-]Hage.”
United States v. Bin Laden, No. 98 Cr. 1023, 2001
WL 30061, at *5 (S.D.N.Y. Jan.2, 2001) (quoting
Letter from Assistant United States Attorney Kenneth
M. Karas to the District Court dated Oct. 23, 2000)
(internal quotation marks omitted). Based on the
government's representations, El-Hage withdrew his
suppression motion insofar as it related to the surveil-
lance of his Texas home.™™" See Bin Laden, 2001 WL
30061, at *5.

FN3. Accordingly, the propriety of the
Texas surveillance is not before us on this
appeal.

*161 C. The District Court's Decision

The District Court denied El-Hage's request for a
suppression hearing held in open court, choosing
instead to resolve the motion based on an in camera,
ex parte review of the government's submissions,
which included classified materials relating to the
Kenyan searches. In an Opinion dated December 5,
2000, the District Court explained that its decision to
forgo an adversarial hearing was based on (1) the
need to maintain the confidentiality of the relevant
classified materials and (2) the limited scope of the
factual inquiry necessary to resolve the motion. Bin
Laden, 126 F.Supp.2d at 287. First, the District Court
was persuaded by the government's representations
that al Qaeda posed an “ongoing threat” to the United
States and that disclosure of the sensitive material
underlying the Kenyan searches would have a “po-
tentially damaging impact ... on existing foreign in-
telligence operations.” Id. Second, the District Court

construed the issues presented by El-Hage's motion
as “predominantly legal,” requiring only a “limited
factual inquiry.” /d. Because El-Hage's motion did
not turn on the resolution of factual disputes, the Dis-
trict Court concluded that “the benefit of holding an
adversary hearing was substantially lessened.” Id.
Taking these two factors into account, the District
Court concluded that an in camera, ex parte review
of the relevant evidence-and not an adversarial hear-
ing in open court-was warranted.

Turning to the merits of El-Hage's motion, the Dis-
trict Court recognized the novelty of the issue before
it-that is, “whether an American citizen acting abroad
on behalf of a foreign power may invoke the Fourth
Amendment, and especially its warrant provision, to
suppress evidence obtained by the United States in
connection with intelligence gathering operations.”
Id. at 270. Relying principally on Justice Black's plu-
rality opinion in Reid v. Covert, 354 U.S. 1, 7, 77
S.Ct. 1222, 1 L.Ed.2d 1148 (1957) (concluding that
Fifth and Sixth Amendment protections extend to
U.S. citizens on foreign territory), the District Court
determined that the protections articulated in the
Fourth Amendment apply in some form to U.S. citi-
zens, such as El-Hage, when they are abroad. See Bin
Laden, 126 F.Supp.2d at 270-71. The District Court
qualified its determination, however, explaining that
the “extent” of the Fourth Amendment's protections
and, in particular, the “applicability” of the Fourth
Amendment's Warrant Clause remained “unclear.”
Id. at271.

Without determining whether warrants are generally
required for overseas searches involving U.S. citi-
zens, the District Court concluded that even if the
warrant requirement applied, the bulk of the Kenyan
searches would not be subject to it, based on the
Court's determination that an exception for searches
conducted to gather foreign intelligence existed. /d. at
277-82. The District Court acknowledged that the
Supreme Court has left unresolved the issue of the
applicability of the warrant requirement and the exis-
tence of a foreign intelligence exception. Id. at 271
(citing United States v. United States District Court
(Keith), 407 U.S. 297, 321-22, 92 S.Ct. 2125, 32
L.Ed.2d 752 (1972) (holding that no warrant excep-
tion existed for “domestic security” surveillance but
explicitly stating that the Court had “not addressed,
and express[ed] no opinion as to, the issues which
may be involved with respect to activities of foreign



powers or their agents™)). Noting pre-FISA prece-
dents from the Third, Fourth, Fifth, and Ninth Cir-
cuits, the District Court observed that courts had “af-
firmed the existence of a foreign intelligence excep-
tion to the warrant requirement for searches con-
ducted within the United States which target for-
eign*162 powers or their agents.” Id. The District
Court could find no authority, either within or beyond
our Circuit, for the proposition that this exception
applied overseas. /d. at 272. Faced with this dearth of
authority, the District Court identified three factors
set forth in the pre-FISA precedents that gave rise to
the recognition of a foreign intelligence exception in
those cases: (1) the President's power to conduct for-
eign relations, (2) the costs of imposing a warrant
requirement, and (3) the absence of warrant proce-
dures. Id. at 272-77. It then applied these factors to
the context of gathering foreign intelligence overseas
to determine whether an exception should be recog-
nized in that context.

Evaluating the first factor-the President's authority
over international relations-the District Court noted
the long line of cases recognizing the “constitutional
competence of the President in the field of foreign
affairs” generally and the “power over foreign intelli-
gence collection” specifically. /d. at 272. While not-
ing that this authority does not exempt the President
from compliance with other provisions of the Consti-
tution, the District Court observed that foreign intel-
ligence gathering unauthorized by warrants had been
an “established practice of the Executive Branch for
decades,” id. at 273, and that Congress had not at-
tempted to impose restrictions on that practice when
implemented overseas, despite having adopted re-
strictions in FISA on foreign intelligence gathering
conducted domestically, id. The District Court also
noted that the Supreme Court had not expressed dis-
approval of the practice. /d. In light of the Constitu-
tion's grant of authority over foreign affairs to the
President, the President's longstanding assertion of
that authority, and the apparent acquiescence of Con-
gress and the Supreme Court to that authority, the
District Court determined that this factor weighed in
favor of recognizing an exception to the warrant re-
quirement.

Turning next to the costs arising from imposing a
warrant requirement, the District Court identified
authority set forth by the Supreme Court and by our
Circuit, recognizing that “when the imposition of a

warrant requirement proves to be a disproportionate
and perhaps even disabling burden on the Executive,
a warrant should not be required.” Id. Imposing a
warrant requirement on foreign intelligence searches
conducted abroad would, in the District Court's view,
impose such a burden on the President because ob-
taining a warrant would (1) delay executive action,
(2) jeopardize the confidentiality of sensitive infor-
mation, and (3) possibly disrupt cooperative relation-
ships with foreign powers fearful of inadvertent dis-
closures in the course of U.S. court proceedings. Id.
at 274-75. This factor, therefore, also supported rec-
ognition of an exception for the overseas searches at
issue.

Finally, the District Court observed that procedures
for obtaining warrants to conduct overseas searches
did not exist, noting “there is presently no statutory
basis for the issuance of a warrant to conduct
searches abroad.” /d. at 275. According to the Court,
the government could not be expected to rely on ex-
isting warrant procedures geared toward domestic
searches, which were ill-suited to the needs of foreign
intelligence gathering conducted overseas for two
reasons: (1) U.S. courts lack jurisdiction to issue such
warrants and (2) the probable cause and notice re-
quirements, integral to U.S. warrant procedures,
would undermine the timeliness and effectiveness of
covert intelligence gathering abroad. Id. at 276 & n.
14. This factor, combined with the previous two, per-
suaded the District Court that an exception to the
Fourth Amendment's warrant requirement existed for
“searches targeting*163 foreign powers (or their
agents) which are conducted abroad.” Id. at 277.

The District Court then defined the scope of the for-
eign intelligence exception “to include only those
overseas searches, [1] authorized by the President (or
his delegate, the Attorney General), which are [2]
conducted primarily for foreign intelligence purposes
and which [3] target foreign powers or their agents.”
Id. With respect to the latter two criteria, the District
Court found, based on its in camera, ex parte review
of the classified evidence, that the primary purpose of
the Kenyan searches was to obtain foreign intelli-
gence pertaining to the activities of Osama Bin Laden
and al Qaeda, id. at 278-79, and the government had
probable cause to believe that El-Hage was an agent
of a foreign power, specifically al Qaeda, id. at 277-
78. Only a portion of the surveillance, however, satis-
fied the first criterion. The District Court noted that



even though the Kenyan telephone lines were moni-
tored from August 1996 through August 1997, the
Attorney General had not given her express authori-
zation to conduct this surveillance until April 1997,
eight months after it was already underway. Id. at
279. Accordingly, the District Court ruled that the
telephone surveillance conducted between April and
August 1997 and the search of El-Hage's Nairobi
residence in August 1997 qualified for the foreign
intelligence exception to the warrant requirement, but
the pre-April 1997 surveillance did not. /d.

The District Court nevertheless declined to suppress
the fruits of the pre-April 1997 surveillance on the
grounds that (1) doing so would not deter official
misconduct and (2) the government acted in good
faith. Id. at 282. Relying on precedents of the Su-
preme Court and this Court, the District Court rea-
soned that the “main purpose of the exclusionary rule
is deterrence,” id. at 282, and suppression is not war-
ranted when “it would achieve little or no deter-
rence,” id. at 283 (quoting United States v. Ajlouny,
629 F.2d 830, 840 (2d Cir.1980)). In light of the gov-
ernment's strong interest in gathering intelligence on
the activities of al Qaeda, the District Court con-
cluded that the pre-April 1997 surveillance was pri-
marily for the purposes of foreign intelligence rather
than criminal investigation and, consequently, would
have occurred even if the government knew that any
evidence thereby obtained would be excluded from
any future criminal trial. /d. at 283. Because the de-
terrence would be limited, the District Court invoked
the “good faith” exception to the exclusionary rule, as
set forth by the Supreme Court in United States v.
Leon, 468 U.S. 897, 104 S.Ct. 3405, 82 L.Ed.2d 677
(1984), and Illinois v. Krull, 480 U.S. 340, 107 S.Ct.
1160, 94 L.Ed.2d 364 (1987), as another ground for
denying suppression. 126 F.Supp.2d at 283. The Dis-
trict Court found reasonable, if ultimately inaccurate,
the government's belief that it did not need authoriza-
tion to conduct surveillance on the Kenyan tele-
phones in the absence of controlling precedent to the
contrary and in light of the primary purpose of the
surveillance, which was to obtain foreign intelli-
gence. /d. at 284. Accordingly, the District Court was
“persuaded that the officials who conducted the elec-
tronic surveillance operated under an actual and rea-
sonable belief that Attorney General approval was
not required prior to April 4, 1997,” id., and, on that
basis, the District Court declined to suppress the sur-
veillance conducted between April and August 1997
as fruits of the pre-April 1997 surveillance.

The District Court then considered whether the Ken-
yan searches satisfied the Fourth Amendment's core
requirement of reasonableness. The District Court
explained that even if the Warrant Clause *164 was
inapplicable, the Kenyan searches were nevertheless
subject to the Fourth Amendment's requirement that
searches be reasonable. /d. Turning first to the search
of El-Hage's Nairobi home, the District Court re-
jected El-Hage's argument that because the search
invaded the “sanctity of the home” it was per se un-
reasonable, id. at 284-85, concluding, on the basis of
the “limited scope and overall nature of the search,”
that the residential search was “executed in a reason-
able manner,” id. at 285. The District Court then
evaluated the telephone surveillance, which it found
was of a constant duration for the period in question.
Id. at 285-86. While the “excessive length” and inef-
fective “minimization” ™ of government surveil-
lance are factors that often weigh in favor of finding
a search unreasonable, the District Court did not find
the duration of the telephone surveillance here unrea-
sonable, in light of the relevant context. /d. at 286.
Specifically, the District Court was persuaded by the
government's representations that extensive monitor-
ing was necessary because of (1) the “worldwide,
covert and diffuse nature” of the terrorist group tar-
geted; (2) the use of foreign languages in the moni-
tored conversations; (3) the likelihood that the con-
versations were conducted in seemingly innocuous
code; (4) the minimization efforts made-in particular,
the government's decision to transcribe only relevant
conversations and its restrictions on the dissemina-
tion of El-Hage's name; and (5) the communal nature
of the telephone lines in question among various al
Qaeda operatives. Id. Accordingly, the evidence re-
sulting from the Kenyan searches was not sup-
pressed, the case proceeded to trial by jury, and El-
Hage was convicted, as described more fully in /n re
Terrorist Bombings of U.S. Embassies in East Africa,
552 F.3d 93 (2d Cir.2008).

FN4. The government's obligation to
“minimize” interceptions of non-pertinent
communications is established by statute.
See 18 U.S.C. § 2518(5) (“Every order and
extension thereof shall contain a provision
that the authorization to intercept shall be
executed as soon as practicable, [and] shall
be conducted in such a way as to minimize
the interception of communications not oth-



erwise subject to interception under this
chapter.”).

D. Post-Conviction Rulings

In a post-conviction motion, El-Hage challenged the
District Court's decision not to suppress the evidence
resulting from the Kenyan searches. He contended
that (1) the finding of good faith was erroneous, (2)
the foreign intelligence exception did not apply be-
cause the government's motive for the Kenyan
searches was primarily for the purposes of a criminal
investigation, and (3) a warrant should have been
obtained for the search of his computer, which had
been seized from his Nairobi home. See United States
v. Bin Laden, No. 98 Cr. 1023, 2001 WL 1160604, at
*2-6 (S.D.N.Y. Oct.2, 2001). Adhering to its pretrial
ruling, the District Court rejected El-Hage's conten-
tions and denied the motion. /d.

Over two years later, El-Hage filed another post-
conviction motion, contending that “new evidence”
supported his request to suppress the evidence from
Kenya. In this motion, El-Hage relied on the then-
recently issued July 24, 2003 Report of the United
States Senate Select Committee on Intelligence and
the United States House of Representatives Perma-
nent Select Committee on Intelligence on the Joint
Inquiry Into Intelligence Community Activities Be-
fore and After the Terrorist Attacks of September 11,
2001, which documented certain errors made in vari-
ous FISA applications filed around the same time as
the FISA-authorized surveillance of El-Hage's Texas
home. See *165United States v. Bin Laden, No. 98
Cr. 1023, 2005 WL 287404, at *10 (S.D.N.Y. Feb.7,
2005). Again urging the District Court to revisit its
suppression ruling, El-Hage maintained that this
“new evidence” (1) suggested that the primary pur-
pose of the Kenyan searches was investigatory and
(2) undermined the finding that the government acted
in good faith during the period of surveillance unau-
thorized by the Attorney General. See id. Judge
Kevin Thomas Duffy, to whom the case had been
assigned for post-judgment proceedings, denied the
motion, observing that “the [suppression] motion El-
Hage seeks to reopen does not involve evidence
gathered pursuant to a FISA warrant” and “any mis-
takes in FISA applications are at best tangential and
at worst totally irrelevant” to the Kenyan searches.
Id. The District Court concluded that the new evi-
dence did not warrant reconsideration of the suppres-

sion ruling. /d.
I1. DISCUSSION
A. In Camera, Ex Parte Review of Evidence

[1] As a preliminary matter, we address El-Hage's
objection to the District Court's resolution of his sup-
pression motion on the basis of an in camera, ex
parte review of evidence submitted by the govern-
ment. El-Hage argues strenuously that without an
evidentiary hearing the District Court could not prop-
erly evaluate the merits of his motion. Specifically,
El-Hage contends that had he been permitted access
to those materials and given an opportunity to be
heard with regard to them, he would have argued that
(1) the majority of the intercepted communications
were unrelated to national security, (2) the govern-
ment failed to limit (or “minimize”) its surveillance
of irrelevant communications, (3) the search of his
Kenyan home was pursuant to a criminal investiga-
tion and not part of an effort to gather foreign intelli-
gence, and (4) the surveillance was not conducted in
“good faith on any level.” El-Hage Br. 165-73, 185-
86. The District Court's failure to hold a hearing, El-
Hage urges, cast aside the integral role of the adver-
sarial process in determining the primary purpose of
the surveillance and whether the government acted in
good faith. We disagree. In light of the limited factual
inquiry into evidence of consequence to national se-
curity that was necessary to resolve El-Hage's motion
and because the legal issues were “thoroughly briefed
by the parties,” Bin Laden, 126 F.Supp.2d at 287, we
see no error-much less an abuse of discretion-in the
District Court's decision to review in camera the
government's ex parte submissions.

[2][3] The denial of a defendant's request for a sup-
pression hearing is reviewed for abuse of discretion.
See, e.g., United States v. Pena, 961 F.2d 333, 339
(2d Cir.1992). Under our precedents, “an evidentiary
hearing on a motion to suppress ordinarily is required
if the moving papers are sufficiently definite, spe-
cific, detailed, and nonconjectural to enable the court
to conclude that contested issues of fact going to the
validity of the search are in question.” United States
v. Watson, 404 F.3d 163, 167 (2d Cir.2005) (internal
quotation marks omitted). Nevertheless, under certain
circumstances an evidentiary hearing need not be
held, provided that “in camera procedures will ade-
quately safeguard the defendant's Fourth Amendment



rights” and that “accurate resolution of the factual
issues would not have been materially advanced by
either disclosure of the information to the defendant
or an adversary hearing.” United States v. Ajlouny,
629 F.2d 830, 839 (2d Cir.1980) (citing Taglianetti v.
United States, 394 U.S. 316, 317-18, 89 S.Ct. 1099,
22 L.Ed.2d 302 (1969)).

*166 In Ajlouny, as here, the defendant moved to
suppress evidence obtained through warrantless for-
eign electronic surveillance. Id. at 837-38. In opposi-
tion to that motion, the government submitted records
of the relevant surveillance to the District Court “ex
parte for in camera inspection, with a request not to
disclose them to the defendant” because the “disclo-
sure of the sealed materials ‘would prejudice the na-
tional interest.” ” Id. at 838. On the basis of the Dis-
trict Court's in camera, ex parte review of the gov-
ernment's evidence, it denied the defendant's motion,
finding that “the statements, though obtained without
a warrant, were lawfully recorded during the course
of foreign intelligence surveillance of legitimate con-
cern to the national security.” Id. (internal quotation
marks omitted). In an opinion by Judge Newman, we
upheld the District Court's decision to deny the de-
fendant's suppression motion without a hearing,
“conclud[ing] that the in camera procedures em-
ployed by [the District Court] in this case were ade-
quate for purposes of determining the lawfulness of
the [Federal Bureau of Investigation's (‘FBI’) ] sur-
veillance of the defendant.” Id. at 839. Significantly,
we observed that “[t]he issues of whether the surveil-
lance was conducted for national security and foreign
intelligence purposes and whether it was reasonable
in scope, were limited in nature and were not de-
pendent on a painstaking search through ‘a large vol-
ume of factual materials.” ” Id. (quoting Alderman v.
United States, 394 U.S. 165, 183-84, 89 S.Ct. 961, 22
L.Ed.2d 176 (1969)). Other courts of appeals have
reached similar conclusions. See, e.g., United States
v. Belfield, 692 F.2d 141, 149 (D.C.Cir.1982) (noting
that “it has constantly been held that the legality of
electronic, foreign intelligence surveillance may,
even should, be determined on an in camera, ex parte
basis”) (collecting cases).

As in Ajlouny, the suppression motion at issue here
involved a “limited” factual inquiry into the purpose
and scope of the contested surveillance based on evi-
dence relating to national security. As referenced
above, the District Court observed that “the issues

raised by El-Hage's motion were predominantly legal
questions and the fact-based inquiry [into whether the
surveillance was conducted for foreign intelligence
purposes or law enforcement purposes] was limited.”
Bin Laden, 126 F.Supp.2d at 287. In addition, the
District Court found “persuasive [the government's]
arguments about [an] ongoing threat posed by al
Qaeda and the potentially damaging impact of disclo-
sure [of the surveillance records] on existing foreign
intelligence operations.” Id. Our own review of the
record persuades us of the correctness of the conclu-
sions of the District Court with respect to the limited
nature of the inquiry into the purpose of the surveil-
lance and the need, at the time, to keep the govern-
ment's submissions confidential.

In reaching this conclusion, we do not minimize El-
Hage's valid interest in examining the government's
evidence and challenging the government's asser-
tions. Nor do we doubt the utility of the adversary
process to determine facts or ventilate legal argu-
ments in the normal course. Nevertheless, the impera-
tives of national security and the capacity of “in cam-
era procedures [to] adequately safeguard [El-Hage's]
Fourth Amendment rights,” 4jlouny, 629 F.2d at 839,
weighed against holding an evidentiary hearing under
these circumstances. See Belfield, 692 F.2d at 149
(“[T]n a field as delicate and sensitive as foreign intel-
ligence gathering, as opposed to domestic, criminal
surveillance, there is every reason why the court
should proceed in camera and without disclosure to
determine the legality of a surveillance.”*167 (in-
ternal citation and quotation marks omitted)). Ac-
cordingly, we conclude that the District Court's deci-
sion to resolve El-Hage's suppression motion without
a hearing does not constitute error, much less an
abuse of discretion.

B. The District Court's Denial of El-Hage's Mo-
tion to Suppress Evidence

1. Standard of Review

[41[5] We review de novo the legal issues raised in a
motion to suppress evidence. See, e.g., United States
v. Rommy, 506 F.3d 108, 128 (2d Cir.2007); United
States v. Casado, 303 F.3d 440, 443 (2d Cir.2002).
We review a district court's factual findings for clear
error, viewing the evidence in the light most favor-
able to the government. Casado, 303 F.3d at 443.



2. Extraterritorial Application of the Fourth Amend-
ment

[6] In order to determine whether El-Hage's suppres-
sion motion was properly denied by the District
Court, we must first determine whether and to what
extent the Fourth Amendment's safeguards apply to
overseas searches involving U.S. citizens. In United
States v. Toscanino, a case involving a Fourth
Amendment challenge to overseas wiretapping of a
non-U.S. citizen, we observed that it was “well set-
tled” that “the Bill of Rights has extraterritorial ap-
plication to the conduct abroad of federal agents di-
rected against United States citizens.” 500 F.2d 267,
280-81 (2d Cir.1974); see also United States v. Ver-
dugo-Urquidez, 494 U.S. 259, 283 n. 7, 110 S.Ct.
1056, 108 L.Ed.2d 222 (1990) (Brennan, J., dissent-
ing) (recognizing “the rule, accepted by every Court
of Appeals to have considered the question, that the
Fourth Amendment applies to searches conducted by
the United States Government against United States
citizens abroad”); Rosado v. Civiletti, 621 F.2d 1179,
1189 (2d Cir.1980) (considering a Fourth Amend-
ment challenge to a search conducted abroad by for-
eign authorities and observing in dicta that “the Bill
of Rights does apply extraterritorially to protect
American citizens against the illegal conduct of
United States agents” (citing Reid v. Covert, 354 U.S.
1,77 S.Ct. 1222, 1 L.Ed.2d 1148 (1957))). Neverthe-
less, we have not yet determined the specific question
of the applicability of the Fourth Amendment's War-
rant Clause to overseas searches.” Faced with that
question now, we hold that the Fourth Amendment's
warrant requirement does not govern searches con-
ducted abroad by U.S. agents; such searches of U.S.
citizens need only satisfy the Fourth Amendment's
requirement of reasonableness.

FNS5. We interpret the statement in Toscan-
ino that “[i]t is no answer to argue that the
foreign country which is the situs of the
search does not afford a procedure for issu-
ance of a warrant,” 500 F.2d at 280, as noth-
ing more than a rejection of the argument
that the Fourth Amendment does not apply
in foreign countries where U.S. agents can-
not obtain local search warrants. In addition,
we observe that one of Toscanino's hold-
ings-that aliens may invoke the Fourth
Amendment against searches conducted
abroad by the U.S. government, 500 F.2d at

280-is no longer valid in light of Verdugo-
Urquidez, 494 U.S. 259, 110 S.Ct. 1056,
108 L.Ed.2d 222, which we discuss below.

The Fourth Amendment to the U.S. Constitution pro-
tects “[t]he right of the people to be secure in their
persons, houses, papers, and effects, against unrea-
sonable searches and seizures.” The Supreme Court
has explained that “[i]t is a basic principle of Fourth
Amendment law that searches and seizures inside a
home without a warrant are presumptively unreason-
able.” Brigham City v. Stuart, 547 U.S. 398, 403, 126
S.Ct. 1943, 164 L.Ed.2d 650 (2006) (internal quota-
tion marks omitted).*168 “Nevertheless, because the
ultimate touchstone of the Fourth Amendment is
‘reasonableness,” the warrant requirement is subject
to certain exceptions.” Id. (internal quotation marks
omitted); see also Vernonia Sch. Dist. 47J v. Acton,
515 U.S. 646, 653, 115 S.Ct. 2386, 132 L.Ed.2d 564
(1995) (“[A] warrant is not required to establish the
reasonableness of all government searches.”); Katz v.
United States, 389 U.S. 347, 357, 88 S.Ct. 507, 19
L.Ed.2d 576 (1967) (recognizing exceptions). Famil-
iar exceptions to the warrant requirement arise from
exigent circumstances, such as the risk of imminent
destruction of evidence or the “hot pursuit” of a flee-
ing suspect. See Brigham City, 547 U.S. at 403, 126
S.Ct. 1943. Warrantless searches are also permitted
in connection with valid arrests, see Michigan v. De-
Fillippo, 443 U.S. 31, 35, 99 S.Ct. 2627, 61 L.Ed.2d
343 (1979) (“[Aln arresting officer may, without a
warrant, search a person validly arrested.”), and on a
consensual basis, see Schneckloth v. Bustamonte, 412
U.S. 218, 219, 93 S.Ct. 2041, 36 L.Ed.2d 854 (1973)
(“[O]ne of the specifically established exceptions to
the requirements of both a warrant and probable
cause is a search that is conducted pursuant to con-
sent.”). Custodial “inventory searches” are also ex-
empt from the warrant requirement. See Colorado v.
Bertine, 479 U.S. 367, 372, 107 S.Ct. 738, 93
L.Ed.2d 739 (1987). Exceptions have also been es-
tablished for searches conducted outside of criminal
investigations. For example, disciplinary procedures
in public schools are not governed by a warrant re-
quirement, see Acton, 515 U.S. at 653, 115 S.Ct.
2386; neither are civil-service drug-testing programs,
see Nat'l Treasury Employees Union v. Von Raab,
489 U.S. 656, 666-67, 109 S.Ct. 1384, 103 L.Ed.2d
685 (1989), nor are searches conducted at interna-
tional borders, United States v. Montoya de Hernan-
dez, 473 U.S. 531, 537, 105 S.Ct. 3304, 87 L.Ed.2d
381 (1985). Administrative searches, particularly



those involving heavily regulated industries, may also
be exempt from the warrant requirement under cer-
tain circumstances. See New York v. Burger, 482 U.S.
691, 708-10, 107 S.Ct. 2636, 96 L.Ed.2d 601 (1987).
In these contexts, when the government “seeks to
prevent the development of hazardous conditions or
to detect violations that rarely generate articulable
grounds for searching any particular place or person”
the probable cause and warrant requirements give
way to an evaluation of reasonableness. Nat'l Treas-
ury Employees Union, 489 U.S. at 668, 109 S.Ct.
1384 (emphasis in original).

The question of whether a warrant is required for
overseas searches of U.S. citizens has not been de-
cided by the Supreme Court, by our Court, or, as far
as we are able to determine, by any of our sister cir-
cuits. While never addressing the question directly,
the Supreme Court provided some guidance on the
issue in United States v. Verdugo-Urquidez, where
the Court examined whether an alien with “no volun-
tary attachment to the United States” could invoke
the protections of the Fourth Amendment to suppress
evidence obtained through a warrantless search con-
ducted in Mexico. 494 U.S. 259, 274-75, 110 S.Ct.
1056, 108 L.Ed.2d 222 (1990). Relying on “the text
of the Fourth Amendment, its history, and [the
Court's] cases discussing the application of the Con-
stitution to aliens and extraterritorially,” the Supreme
Court held that the Fourth Amendment affords no
protection to aliens searched by U.S. officials outside
of our borders. Id. at 274, 110 S.Ct. 1056. With re-
spect to the applicability of the Warrant Clause
abroad, the Court expressed doubt that the clause
governed any overseas searches conducted by U.S.
agents, explaining that warrants issued to conduct
*169 overseas searches “would be a dead letter out-
side the United States.” /d. Elaborating on this obser-
vation in a concurring opinion, Justice Kennedy con-
cluded:

The absence of local judges or magistrates available
to issue warrants, the differing and perhaps unas-
certainable conceptions of reasonableness and pri-
vacy that prevail abroad, and the need to cooperate
with foreign officials all indicate that the Fourth
Amendment's warrant requirement should not ap-
ply in Mexico as it does in this country.

Id. at 278, 110 S.Ct. 1056. Both Justice Stevens, in a
concurring opinion, and Justice Blackmun, in dissent,

also took a dim view of applying the Warrant Clause
to searches conducted abroad, noting that U.S. judi-
cial officers have no power to issue such warrants.
See id. at 279, 110 S.Ct. 1056 (Stevens, J., concur-
ring) (“I do not believe the Warrant Clause has any
application to searches of noncitizens' homes in for-
eign jurisdictions because American magistrates have
no power to authorize such searches.”); id. at 297,
110 S.Ct. 1056 (Blackmun, J., dissenting) (“[Aln
American magistrate's lack of power to authorize a
search abroad renders the Warrant Clause inapplica-
ble to the search of a noncitizen's residence outside
this country.”). Accordingly, in Verdugo-Urquidez,
seven justices of the Supreme Court endorsed the
view that U.S. courts are not empowered to issue
warrants for foreign searches. But see id. at 294-96,
110 S.Ct. 1056 (Brennan, J. dissenting) (rejecting this
argument).

These observations and the following reasons weigh
against imposing a warrant requirement on overseas
searches.

First, there is nothing in our history or our precedents
suggesting that U.S. officials must first obtain a war-
rant before conducting an overseas search. El-Hage
has pointed to no authority-and we are aware of
none-directly supporting the proposition that warrants
are necessary for searches conducted abroad by U.S.
law enforcement officers or local agents acting in
collaboration with them; nor has El-Hage identified
any instances in our history where a foreign search
was conducted pursuant to an American search war-
rant."™° This dearth of authority is not surprising in
light of the history of the Fourth Amendment and its
Warrant Clause as well as the history of international
affairs. As the Verdugo-Urquidez Court explained,
“[w]hat we know of the history of the drafting of the
Fourth Amendment ... suggests that its purpose was
to restrict searches and seizures which might be con-
ducted by the United States in domestic matters.” 494
U.S. at 266, 110 S.Ct. 1056. In addition, the Warrant
Clause appears to have been invested with a meaning
at the time of the drafting that differs significantly
from our modern view of the requirement. Justice
White observed that “at the time of the Bill of Rights,
the warrant functioned as a powerful tool of law en-
forcement rather than as a protection for the rights of
criminal suspects,” and “it was the abusive use of the
warrant power, rather than any excessive zeal in the
discharge*170 of peace officers' inherent authority,



that precipitated the Fourth Amendment.” Payton v.
New York, 445 U.S. 573, 604-14, 100 S.Ct. 1371, 63
L.Ed.2d 639 (1980) (White, J., dissenting) (docu-
menting the history of the Fourth Amendment's war-
rant requirement). Accordingly, we agree with the
Ninth Circuit's observation that “foreign searches
have neither been historically subject to the warrant
procedure, nor could they be as a practical matter.”
United States v. Barona, 56 F.3d 1087, 1092 n. 1 (9th
Cir.1995).""

FN6. We note, however, that pursuant to
Army Regulation 190-53, military police
seeking to intercept the overseas communi-
cations (i.e., obtain a “wiretap”) of individu-
als not subject to the Uniform Code of Mili-
tary Justice, “may[,] if appropriate, recom-
mend that a judicial warrant be sought from
a court of competent jurisdiction.” Army
Reg. 190-53 § 2-2(b).

While we cannot say that the practices of
foreign governments have any bearing on
the constitutionality of a similar practice
by our government, we find it notable that
El-Hage has not pointed to any instance in
which another country imposed any com-
parable requirements on its own law en-
forcement officers.

FN7. A U.S. citizen who is a target of a
search by our government executed in a for-
eign country is not without constitutional
protection-namely, the Fourth Amendment's
guarantee of reasonableness which protects
a citizen from unwarranted government in-
trusions. See Part I1.B.3, post; see, e.g., Grif-
fin v. Wisconsin, 483 U.S. 868, 872-75, 107
S.Ct. 3164, 97 L.Ed.2d 709 (1987); Michi-
gan v. DeFillippo, 443 U.S. at 35, 99 S.Ct.
2627. Indeed, in many instances, as appears
to have been the case here, searches target-
ing U.S. citizens on foreign soil will be sup-
ported by probable cause.

The interest served by the warrant re-
quirement in having a “neutral and de-
tached magistrate” evaluate the reason-
ableness of a search is, in part, based on
separation of powers concerns-namely,
the need to interpose a judicial officer be-

tween the zealous police officer ferreting
out crime and the subject of the search.
Cf. Wong Sun v. United States, 371 U.S.
471, 481-82, 83 S.Ct. 407, 9 L.Ed.2d 441
(1963) (“The arrest warrant procedure
serves to insure that the deliberate, impar-
tial judgment of a judicial officer will be
interposed between the citizen and the po-
lice, to assess the weight and credibility of
the information which the complaining of-
ficer adduces as probable cause.”); John-
son v. United States, 333 U.S. 10, 14, 68
S.Ct. 367, 92 L.Ed. 436 (1948) (“Any as-
sumption that evidence sufficient to sup-
port a magistrate's disinterested determi-
nation to issue a search warrant will jus-
tify the officers in making a search with-
out a warrant would reduce the Amend-
ment to a nullity and leave the people's
homes secure only in the discretion of po-
lice officers.”). These interests are less-
ened in the circumstances presented here
for two reasons. First, a domestic judicial
officer's ability to determine the reason-
ableness of a search is diminished where
the search occurs on foreign soil. Second,
the acknowledged wide discretion af-
forded the executive branch in foreign af-
fairs ought to be respected in these cir-
cumstances.

A warrant serves a further purpose in lim-
iting the scope of the search to places de-
scribed with particularity or “the persons
or things to be seized” in the warrant. U.S.
Const. amend. IV. In the instant case, we
are satisfied that the scope of the searches
at issue was not unreasonable. See Parts
IL.B.3, post.

Second, nothing in the history of the foreign relations
of the United States would require that U.S. officials
obtain warrants from foreign magistrates before con-
ducting searches overseas or, indeed, to suppose that
all other states have search and investigation rules
akin to our own. As the Supreme Court explained in
Verdugo-Urquidez:

For better or for worse, we live in a world of nation-
states in which our Government must be able to
function effectively in the company of sovereign



nations. Some who violate our laws may live out-
side our borders under a regime quite different
from that which obtains in this country. Situations
threatening to important American interests may
arise halfway around the globe, situations which in
the view of the political branches of our Govern-
ment require an American response with armed
force. If there are to be restrictions on searches and
seizures which occur incident to such American ac-
tion, they must be imposed by the political
branches through diplomatic understanding, treaty,
or legislation.

494 U.S. at 275, 110 S.Ct. 1056 (internal citation,
quotation marks and brackets omitted). The Ameri-
can procedure of issuing search warrants on a show-
ing of *171 probable cause simply does not extend
throughout the globe and, pursuant to the Supreme
Court's instructions, the Constitution does not condi-
tion our government's investigative powers on the
practices of foreign legal regimes “quite different
from that which obtains in this country.” Id.

Third, if U.S. judicial officers were to issue search
warrants intended to have extraterritorial effect, such
warrants would have dubious legal significance, if
any, in a foreign nation. Cf. The Schooner Exchange
v. M'Faddon, 7 Cranch 116, 11 U.S. 116, 135, 3
L.Ed. 287 (1812) (“The jurisdiction of the nation
within its own territory is necessarily exclusive and
absolute. It is susceptible of no limitation not im-
posed by itself.”). As a District Court in this Circuit
recently observed, “it takes little to imagine the dip-
lomatic and legal complications that would arise if
American government officials traveled to another
sovereign country and attempted to carry out a search
of any kind, professing the authority to do so based
on an American-issued search warrant.” Unifted
States v. Vilar, No. 05-CR-621, 2007 WL 1075041,
at *52 (S.D.N.Y. Apr. 4, 2007). We agree with that
observation. A warrant issued by a U.S. court would
neither empower a U.S. agent to conduct a search nor
would it necessarily compel the intended target to
comply.”™® It would be a nullity, or in the words of
the Supreme Court, “a dead letter.” Verdugo-
Urquidez, 494 U.S. at 274, 110 S.Ct. 1056.

FNS. A warrant represents the delegation of
the authority of the government to its agent
to execute a search on the property identi-
fied therein. The subject of a validly issued

search warrant has no right to resist the
search. See, e.g., Bumper v. North Carolina,
391 U.S. 543, 550, 88 S.Ct. 1788, 20
L.Ed.2d 797 (1968) (“When a law enforce-
ment officer claims authority to search a
home under a warrant, he announces in ef-
fect that the occupant has no right to resist
the search.”); United States v. Bullock, 71
F.3d 171, 176 n. 4 (5th Cir.1995) (“[The
subject of a search warrant] had no right to
resist execution of a search warrant.”);
Gasho v. United States, 39 F.3d 1420, 1432
n. 12 (9th Cir.1994) (“We recognize that a
citizen has no right to resist a search or sei-
zure pursuant to a warrant.”); ¢f- 18 U.S.C. §
2231(a) (“Whoever forcibly assaults, resists,
opposes, prevents, impedes, intimidates, or
interferes with any person authorized to
serve or execute search warrants or to make
searches and seizures while engaged in the
performance of his duties with regard
thereto or on account of the performance of
such duties, shall be fined under this title or
imprisoned not more than three years, or
both.”); id. § 3109 (“The officer may break
open any outer or inner door or window of a
house, or any part of a house, or anything
therein, to execute a search warrant, if, after
notice of his authority and purpose, he is re-
fused admittance or when necessary to liber-
ate himself or a person aiding him in the
execution of the warrant.”).

Fourth and finally, it is by no means clear that U.S.
judicial officers could be authorized to issue warrants
for overseas searches, cf. Weinberg v. United States,
126 F.2d 1004, 1006 (2d Cir.1942) (statute authoriz-
ing district court to issue search warrants construed to
limit authority to the court's territorial jurisdiction),
although we need not resolve that issue here.

For these reasons, we hold that the Fourth Amend-
ment's Warrant Clause has no extraterritorial applica-
tion and that foreign searches of U.S. citizens con-
ducted by U.S. agents are subject only to the Fourth
Amendment's requirement of reasonableness.”™’

FNO. Because we conclude that the Warrant
Clause has no extraterritorial application, we
need not reach the questions of whether the
searches at issue meet the good faith excep-



tion to the exclusionary rule.

The District Court's recognition of an exception to
the warrant requirement for foreign intelligence
searches finds support in the pre-FISA law of other
circuits. See *172 United States v. Truong Dinh
Hung, 629 F.2d 908, 913 (4th Cir.1980); United
States v. Buck, 548 F.2d 871, 875 (9th Cir.1977);
United States v. Butenko, 494 F.2d 593, 605 (3d
Cir.1974); United States v. Brown, 484 F.2d 418, 426
(5th Cir.1973). We decline to adopt this view, how-
ever, because the exception requires an inquiry into
whether the “primary purpose” of the search is for-
eign intelligence collection. See Bin Laden, 126
F.Supp.2d at 277. This distinction between a “pri-
mary purpose” and other purposes is inapt. As the
U.S. Foreign Intelligence Surveillance Court of Re-
view has explained:

[The primary purpose] analysis, in our view, rested
on a false premise and the line the court sought to
draw was inherently unstable, unrealistic, and con-
fusing. The false premise was the assertion that
once the government moves to criminal prosecu-
tion, its ‘foreign policy concerns' recede.... [T]hat
is simply not true as it relates to counterintelli-
gence. In that field the government's primary pur-
pose is to halt the espionage or terrorism efforts,
and criminal prosecutions can be, and usually are,
interrelated with other techniques used to frustrate
a foreign power's efforts.

In re Sealed Case No. 02-001, 310 F.3d 717, 743
(Foreign Int.Surv.Ct.Rev.2002).

In addition, the purpose of the search has no bearing
on the factors making a warrant requirement inappli-
cable to foreign searches-namely, (1) the complete
absence of any precedent in our history for doing so,
(2) the inadvisability of conditioning our govern-
ment's surveillance on the practices of foreign states,
(3) a U.S. warrant's lack of authority overseas, and
(4) the absence of a mechanism for obtaining a U.S.
warrant. Accordingly, we cannot endorse the view
that the normal course is to obtain a warrant for over-
seas searches involving U.S. citizens unless the
search is “primarily” targeting foreign powers.

3. The Kenyan Searches Were Reasonable and
Therefore Did Not Violate the Fourth Amendment.

Turning to the question of whether the searches at
issue in this appeal-the search of El-Hage's Nairobi
home and the surveillance of his Kenyan telephone
lines-were reasonable, we observe that El-Hage does
not explicitly contest the District Court's reasonable-
ness determination. It is nevertheless apparent from
his briefs on appeal that, in his view, the searches
were unreasonable, largely for two reasons. First, El-
Hage insists that his Nairobi home deserves special
consideration in light of the home's status as “the
most fundamental bastion of privacy protected by the
Fourth Amendment.” El-Hage Br. 220. Second, he
contends that the electronic surveillance was far
broader than necessary because it encompassed
“[m]any calls, if not the predominant amount, [that]
were related solely to legitimate commercial pur-
poses, and/or purely family and social matters.” Id. at
166.

[7] To determine whether a search is reasonable un-
der the Fourth Amendment, we examine the “totality
of the circumstances” to balance “on the one hand,
the degree to which it intrudes upon an individual's
privacy and, on the other, the degree to which it is
needed for the promotion of legitimate governmental
interests.” Samson v. California, 547 U.S. 843, 848,
126 S.Ct. 2193, 165 L.Ed.2d 250 (2006) (quoting
United States v. Knights, 534 U.S. 112, 118-19, 122
S.Ct. 587, 151 L.Ed.2d 497 (2001)) (internal quota-
tion marks omitted). As discussed in greater detail
below, we conclude that the searches' intrusion on El-
Hage's privacy was outweighed by the government's
manifest need to monitor his activities as *173 an
operative of al Qaeda because of the extreme threat al
Qaeda presented, and continues to present, to national
security. In light of these circumstances, the Kenyan
searches were reasonable, notwithstanding El-Hage's
objections, and therefore not prohibited by the Fourth
Amendment.

a. The Search of El-Hage's Home in Nairobi Was
Reasonable.

El-Hage's principal challenge to the reasonableness
of the search of his Nairobi residence appears to de-
rive from Supreme Court precedents applying rigor-
ous scrutiny to searches of a suspect's home. In Kyllo
v. United States, for example, the Court explained:
“At the very core of the Fourth Amendment stands
the right of a man to retreat into his own home and
there be free from unreasonable governmental intru-



sion. With few exceptions, the question whether a
warrantless search of a home is reasonable and hence
constitutional must be answered no.” 533 U.S. 27, 31,
121 S.Ct. 2038, 150 L.Ed.2d 94 (2001) (internal cita-
tion and quotation marks omitted). The Supreme
Court has expressed this long-held view in numerous
other decisions. See, e.g., Payton v. New York, 445
U.S. 573, 590, 100 S.Ct. 1371, 63 L.Ed.2d 639
(1980) (“In terms that apply equally to seizures of
property and to seizures of persons, the Fourth
Amendment has drawn a firm line at the entrance to
the house. Absent exigent circumstances, that thresh-
old may not reasonably be crossed without a war-
rant.”).

This general proscription is not without limits. In
United States v. Knights, for instance, after balancing
the relevant interests, the Court upheld a California
statute requiring probationers to submit to searches of
their homes, among other locations, regardless of
whether the searches are authorized by a warrant or
supported by probable cause. 534 U.S. 112, 114, 122,
122 S.Ct. 587, 151 L.Ed.2d 497 (2001); ™N'° see also
United States v. Reyes, 283 F.3d 446, 462 (2d
Cir.2002) (“[T]he probable cause requirements of the
Fourth Amendment do not apply to a federal proba-
tion officer conducting a home visit-a far less inva-
sive form of supervision than a search-pursuant to a
convicted offender's conditions of supervised re-
lease.”). Accordingly, warrantless searches of homes,
while subject to special scrutiny, are nevertheless
also subject to a balancing test-weighing an individ-
ual's expectation of privacy against the government's
need for certain information-for determining reason-
ableness under the Fourth Amendment. See, e.g.,
United States v. Newton, 369 F.3d 659, 668 (2d
Cir.2004).

FN10. Applying the balancing test described
above, the Court noted probationers' dimin-
ished expectation of privacy in light of their
status as probationers and because they had
been informed that, under the terms of pro-
bation, their homes could be searched with-
out warrants. Knights, 534 U.S. at 119-20,
122 S.Ct. 587. Examining the government's
interest, the Court observed that it was two-
fold: integrating probationers back into the
community and preventing them from en-
gaging in further criminal conduct. /d. at
120-21, 122 S.Ct. 587. In light of the rela-

tive weight of the probationers' and the gov-
ernment's respective interests, the Court held
that “the balance of these considerations re-
quires no more than reasonable suspicion to
conduct a search of this probationer's house”
and therefore upheld the search as reason-
able. Id. at 121, 122 S.Ct. 587.

[8] Applying that test to the facts of this case, we first
examine the extent to which the search of El-Hage's
Nairobi home intruded upon his privacy. The intru-
sion was minimized by the fact that the search was
not covert; indeed, U.S. agents searched El-Hage's
home with the assistance of Kenyan authorities, pur-
suant to what was identified as a “Kenyan warrant
authorizing [a search].” *174Bin Laden, 126
F.Supp.2d at 269. The search occurred during the
daytime, id. at 285, and in the presence of El-Hage's
wife, id. at 269. At the conclusion of the search, an
inventory listing the items seized during the search
was prepared and given to El-Hage's wife. /d. at 269.
In addition, the District Court found that “[t]he scope
of the search was limited to those items which were
believed to have foreign intelligence value and reten-
tion and dissemination of the evidence acquired dur-
ing the search were minimized.” Id. at 285.

As described above, U.S. intelligence officers be-
came aware of al Qaeda's presence in Kenya in the
spring of 1996. Id. at 268-69. At about that time, they
identified five telephone lines used by suspected al
Qaeda associates, one of which was located in the
same building as El-Hage's Nairobi home; another
was a cellular phone used by El-Hage. /d. After these
telephone lines had been monitored for several
months, the Attorney General of the United States
authorized surveillance specifically targeting El-
Hage. Id. That authorization was renewed four
months later, and, one month after that, U.S. agents
searched El-Hage's home in Nairobi. /d. This se-
quence of events is indicative of a disciplined ap-
proach to gathering indisputably vital intelligence on
the activities of a foreign terrorist organization. U.S.
agents did not breach the privacy of El-Hage's home
on a whim or on the basis of an unsubstantiated tip;
rather, they monitored telephonic communications
involving him for nearly a year and conducted sur-
veillance of his activities for five months before con-
cluding that it was necessary to search his home. In
light of these findings of fact, which El-Hage has not
contested as clearly erroneous, we conclude that the



search, while undoubtedly intrusive on El-Hage's
privacy, was restrained in execution and narrow in
focus.

Balanced against this restrained and limited intrusion
on El-Hage's privacy, we have the government's
manifest need to investigate possible threats to na-
tional security. As the District Court noted, al Qaeda
“declared a war of terrorism against all members of
the United States military worldwide” in 1996 and
later against American civilians. /d. at 269. The gov-
ernment had evidence establishing that El-Hage was
working with al Qaeda in Kenya. /d. On the basis of
these findings of fact, we agree with the District
Court that, at the time of the search of El-Hage's
home, the government had a powerful need to gather
additional intelligence on al Qaeda's activities in
Kenya,"™'" which it had linked to El-Hage.

FN11. On the recognized threat posed by al
Qaeda in the 1990s, see In re Terrorist
Bombings of U.S. Embassies in East Africa,
552 F.3d 93 (2d Cir.2008).

Balancing the search's limited intrusion on El-Hage's
privacy against the manifest need of the government
to monitor the activities of al Qaeda, which had been
connected to El-Hage through a year of surveillance,
we hold that the search of El-Hage's Nairobi resi-
dence was reasonable under the Fourth Amendment.

b. The Surveillance of El-Hage's Kenyan Telephone
Lines Was Also Reasonable.

El-Hage appears to challenge the reasonableness of
the electronic surveillance of the Kenyan telephone
lines on the grounds that (1) they were overbroad,
encompassing calls made for commercial, family or
social purposes and (2) the government failed to fol-
low procedures to “minimize” surveillance. Indeed,
pursuant to defense counsel's analysis, “as many as
25 percent of the calls were either made by, or to” a
Nairobi businessman*175 not alleged to have been
associated with al Qaeda. El-Hage Br. 166. El-Hage
also criticizes the government for retaining tran-
scripts of irrelevant calls-such as conversations be-
tween El-Hage and his wife about their children-
despite the government's assurance to the District
Court that the surveillance had been properly “mini-
mized.” See United States v. Ruggiero, 928 F.2d
1289, 1302 (2d Cir.1991) (“[A]ny [electronic] inter-

ception ‘shall be conducted in such a way as to
minimize the interception of communications not
otherwise subject to interception.” ” (quoting 18
U.S.C. § 2518(5))).

[9] It cannot be denied that El-Hage suffered, while
abroad, a significant invasion of privacy by virtue of
the government's year-long surveillance of his tele-
phonic communications. The Supreme Court has
recognized that, like a physical search, electronic
monitoring intrudes on “the innermost secrets of
one's home or office” and that “[flew threats to lib-
erty exist which are greater than that posed by the use
of eavesdropping devices.” Berger v. New York, 388
U.S. 41, 63, 87 S.Ct. 1873, 18 L.Ed.2d 1040 (1967);
¢f. Katz v. United States, 389 U.S. 347, 352-54, 88
S.Ct. 507, 19 L.Ed.2d 576 (1967). For its part, the
government does not contradict El-Hage's claims that
the surveillance was broad and loosely “minimized.”
Instead, the government sets forth a variety of rea-
sons justifying the breadth of the surveillance. These
justifications, regardless of their merit, do not lessen
the intrusion El-Hage suffered while abroad, and we
accord this intrusion substantial weight in our balanc-
ing analysis.

Turning to the government's interest, we encounter
again the self-evident need to investigate threats to
national security presented by foreign terrorist orga-
nizations. When U.S. intelligence learned that five
telephone lines were being used by suspected al
Qaeda operatives, see Bin Laden, 126 F.Supp.2d at
286, the need to monitor communications traveling
on those lines was paramount, and we are loath to
discount-much less disparage-the government's deci-
sion to do so.

Our balancing of these compelling, and competing,
interests turns on whether the scope of the intrusion
here was justified by the government's surveillance
needs. We conclude that it was, for at least the fol-
lowing four reasons.

First, complex, wide-ranging, and decentralized or-
ganizations, such as al Qaeda, warrant sustained and
intense monitoring in order to understand their fea-
tures and identify their members. See In re Sealed
Case No. 02-001, 310 F.3d 717, 740-41 (Foreign
Int.Surv.Ct.Rev.2002) (“Less minimization in the
acquisition stage may well be justified to the extent ...
‘the investigation is focusing on what is thought to be



a widespread conspiracy[,] [where] more extensive
surveillance may be justified in an attempt to deter-
mine the precise scope of the enterprise.” ” (quoting
Scott v. United States, 436 U.S. 128, 140, 98 S.Ct.
1717, 56 L.Ed.2d 168 (1978) (alteration in origi-
nal))); United States v. Hoffman, 832 F.2d 1299,
1308 (1st Cir.1987) (“Where, as here, an investiga-
tion is focused largely on blueprinting the shape of
the conspiratorial wheel and identifying the spokes
radiating from its hub, the need to allow latitude to
eavesdroppers is close to its zenith.”); United States
v. Scott, 516 F.2d 751, 758 (D.C.Cir.1975) (Because
the targets “were operating a fairly extensive narcot-
ics business,” the court of appeals determined that
“thorough surveillance of their activities was neces-
sary to disclose the extent of their conspiracy and the
identity of the conspirators.”).

Second, foreign intelligence gathering of the sort
considered here must delve into the superficially
mundane because it is not *176 always readily appar-
ent what information is relevant. Cf. United States v.
Rahman, 861 F.Supp. 247, 252-53 (S.D.N.Y.1994)
(recognizing the “argument that when the purpose of
surveillance is to gather intelligence about interna-
tional terrorism, greater flexibility in acquiring and
storing information is necessary, because innocent-
sounding conversations may later prove to be highly
significant, and because individual items of informa-
tion, not apparently significant when taken in isola-
tion, may become highly significant when considered
together over time”).

Third, members of covert terrorist organizations, as
with other sophisticated criminal enterprises, often
communicate in code, or at least through ambiguous
language. See, e.g., United States v. Salameh, 152
F.3d 88, 108 (2d Cir.1998) (“Because Ajaj was in jail
and his telephone calls were monitored, Ajaj and
Yousef spoke in code when discussing the bomb
plot.”); United States v. Casamento, 887 F.2d 1141,
1190 (2d Cir.1989) (recognizing that conspirators in
a complex narcotics scheme spoke in code);
Hoffman, 832 F.2d at 1308; United States v. Truong
Dinh Hung, 629 F.2d 908, 917 (4th Cir.1980)
(“[Wlhen the government eavesdrops on clandestine
groups like this one, investigators often find it neces-
sary to intercept all calls in order to record possible
code language or oblique references to the illegal
scheme.”); Scott, 516 F.2d at 758 (“[T]he conspira-
tors used coded language and would occasionally

discuss irrelevant matters at the outset of a conversa-
tion.”); ¢f- Scott v. United States, 436 U.S. 128, 140,
98 S.Ct. 1717, 56 L.Ed.2d 168 (1978) (observing that
evaluations of whether surveillance has been properly
minimized require consideration of the particular
circumstances of the wiretap). Hence, more extensive
and careful monitoring of these communications may
be necessary.

Fourth, because the monitored conversations were
conducted in foreign languages, the task of determin-
ing relevance and identifying coded language was
further complicated. See In re Sealed Case, 310 F.3d
at 741; cf. In re Audibility of Certain Recorded Con-
versations, 691 F.Supp. 588 (D.Conn.1988) (discuss-
ing difficulties inherent in making audibility determi-
nations of evidence recorded in a language other than
English); 18 U.S.C. § 2518(5) (“In the event the in-
tercepted communication is in a code or foreign lan-
guage, and an expert in that foreign language or code
is not reasonably available during the interception
period, minimization may be accomplished as soon
as practicable after such interception.”).

Because the surveillance of suspected al Qaeda op-
eratives must be sustained and thorough in order to
be effective, we cannot conclude that the scope of the
government's electronic surveillance was overbroad.
While the intrusion on El-Hage's privacy was great,
the need for the government to so intrude was even
greater. Accordingly, the electronic surveillance, like
the search of El-Hage's Nairobi residence, was rea-
sonable under the Fourth Amendment.

In sum, because the searches at issue in this appeal
were reasonable, they comport with the applicable
requirement of the Fourth Amendment and, therefore,
El-Hage's motion to suppress the evidence resulting
from those searches was properly denied by the Dis-
trict Court.

ITI. CONCLUSION
To summarize, we hold:

(1) The evidence obtained from the search of El-
Hage's Kenyan residence and the surveillance of his
Kenyan telephone lines was properly admitted at trial
because (a) the Fourth Amendment's require-
ment*177 of reasonableness-but not the Warrant
Clause-applies to extraterritorial searches and sei-



zures of U.S. citizens, and (b) the searches of El-
Hage's Kenyan home and the surveillance of his tele-
phone lines were reasonable under the circumstances
presented here; and

(2) The District Court's ex parte, in camera evalua-
tion of evidence submitted by the government in op-
position to El-Hage's suppression motion was appro-
priate in light of national security considerations that
militated in favor of maintaining the confidentiality
of that evidence.

For these reasons, and for those set forth in In re Ter-
rorist Bombings of U.S. Embassies in East Africa,
552 F.3d 93 (2d Cir.2008), the judgment of convic-
tion entered by the District Court against El-Hage is
AFFIRMED in all respects except that the sentence
is VACATED, and the case is REMANDED to the
District Court for the sole purpose of resentencing El-
Hage as directed in In re Terrorist Bombings of U.S.
Embassies in East Africa, 552 F.3d 93 (2d Cir.2008).

C.A.2 (N.Y.),2008.
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